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1   
 

כֿ ḭLifeKeeper for Linux ( ḭLifeKeeper) Dell ṇ PowerVault 

MD3200 ( ḭMD3200) ּךּף ḭ פֿצּ ךּ וֹ

לּ ︡ Ḯ 

 

כֿ ḭ ṇ ︡ ṇ ︣

ףּ ︡ Ḯֿכ ךּףּ ḭ ṇ

︡ ḭ LifeKeeper טּ SCSI Reservation I/O 

Fencing צּ שּ︡ נּ כֿךּ צּ פּ ךּ ︣Ḯ 

 

LifeKeeper for Linux v7.3 ṇ ḭSCSI Reservation נּ 2

I/O Fencing צּ ṇ אל ︡ ḮQuorum/Witness Server ḭIPMI 

STONITH ︣Ḯ 

 

ךּ ︡ḭ ︣ כֿ ḭLifeKeeper RESERVE

צּ ︡ ךּ ṇ טּ פּ I/O Fencing ︣ כֿ

צּ קּ ︣Ḯ 

 

ḭ ṇ ︡ ︡

︣ḮLifeKeeper ḭ MD3200 ṇ ︡ ︡ HA

︣ ךּ ḭ נּ צּ פֿ ︡ ︣Ḯ 

 

2  ṇ  
 

ḭLifeKeeper MD3200 ṇ ︡ ︣

I/O Fencing פֿ ︡ ︣Ḯ 

 

Â ּך  

 

MD3200 ףּ Dell PowerEdge R710 ṇ ךּ

שּ ︣Ḯ בֿ ḭקּ ︡ טּ

Ḯ 

 

ṇ  

 ̧ Dell PowerVault MD32 0 0   
 ̧ Dell  PowerVault MD3220   

ṇ  

 ̧ Dell PowerEgde R710   
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3  Quorum / Witness Server  
 

Quorum/Witness Server ḭ ṇ ︡ ṇ

︣ Quorum Check ḭ ṇ ךּ ḭ ṇ

︣ Witness Check אל ︣Ḯ 

 

כֿ ︣ ḭLifeKeeper v7.3 אל Quorum/Witness 

Server Kit ṇ (steeleye - lkQWK) ṇ ︣ טּצּ ︣Ḯ ḭףּ

ṇ Recovery  Kit ︡ אל ךּ ︣Ḯ 

 

Â Quorum Check ṇ ךּ  

Quorum Check ḭ ṇ ︡ 2 ṇ צּ אל ךּ ︣Ḯ

ṇ ︣ פּ ḭ צּ שּקּ ︣Ḯ 

 

3.1   Majority ṇ  

 

Witness Server ṇ אל כֿ

ḭ ︡ ︣Ḯ3 ṇ טּ ḭ

ṇ ︣ טּ Ḯ 

 

 
 

Majority ṇ Quorum Check ḭּט ṇ ︡ ḭ

︣ ṇ פּ פּלּ ︡ḭ ṇ צּ

טּ כֿ קּ ṇ ︡ ︣Ḯ ṇ ︡ ךּ

ṇ צּ ṇ ︡ḭ

רּ ︣Ḯ 

Majority ṇ ṇ  
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Witness Check צּ אל ḭ ṇ ṇ צּ נּ ṇ

Witness Server ךּ ︣Ḯֿכ ḭ ṇ ṇ צּ טּ

כֿ קּ ḭ ṇ ︡ ︣ ḭ

︡ Ḯ 

 

 
 

Quorum Check ḭ ṇ צּ ︡ ךּףּ ḭ

Witness Check צּ ︡ ṇ צּ אל

ḭ ︡ Ḯ 

 

כֿ ḭ ︣ ṇ Witness Server טּ

טּצּ ḭWitness Server ṇ LifeKeeper

︣ טּצּ ︡ שּ  Ḯךּאל

 

Quorum Check ṇ  

Witness Check ṇ  
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3.2   TCP Remote ṇ  

 

Quorum Host ︡ לּ קּ פּ פּלּ ḭ ṇ צּ

פּ פּלּ ︡ ︣Ḯ טּ ṇ צּ ṇ ︣ כֿ

צּ קּ ︣Ḯ ṇ ︡ ךּ ṇ צּ ṇ

︡ḭ רּ ︣Ḯ 

 
 
 
 

 
 

ṇ ṇ פּ ḭQuorum Hostצּ

︢ ṇ ︣ לּ ︡ ︣Ḯֿכ לּ ︣ כֿ ḭ

ṇ צּ ︡ ḭ שּ ṇ צּ

ṕ קּ Ṗֿכ צּ קּ ︣Ḯ 

 

כֿ ḭQuorum Host ︡ ṇ צּ פּ פּלּ

ךּ ︣Ḯ︡ צּ ḭ ṇ ︣ טּצּ Ḯ ṇ

צּ ךּ ḭ ︡ צּ טּ כֿ

︣Ḯ 2 ṇ ︣ כֿ צּ קּ ︣Ḯ 

 

ḭ2︡פּ︡ ṇ ṇ ︡ Witness Check צּ ￼ḭ

צּ ︣ ףּ טּצּ כֿ פּ ḭ ︣ IPMI 

STONITH ︡ שּ  Ḯךּאל

 

ḭףּ לּ ḭSCSI  RESERVATOIN ︡ḭQuorum/Witness 

Server Kit I/O Fencing ḭMajority ṇ ḭTCP remote

ṇ ￼ךּ טּ ḭIPMI STONITH צּ ︣Ḯ 

Quorum Check ṇ  
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4  IPMI STONITH  
 

IPMI (Intelligent Platform Management Interface ) ḭ ṇ ṇ ṇ

︣ ︣Ḯ ḭSTONITH  "Shoot The Other Node In The 

Head" טּ ḭ ṇ ︣ ︡ ︣ḮLifeKeeper 

ḭIPMI ︡ ḭ ṇ ṇ ṇ

(STONITH) ︣ כֿ ḭ ︡ ︣Ḯ 

 

 
 

Quorum/Witness Server Kit ḭ ṇ צּ ḭךּ

︡ ︣Ḯּ︡︡פḭ ṇ ḭ ṇ צּ

︡ ︡ ḭOS קּ Ḯ

לּ ךּףּ ḭIPMI STONITH ︣ כֿ ḭ פּ

︣ כֿ צּ קּ ︣Ḯֿכ ︣ כֿ ḭ צּ ︣

︡ ︣Ḯ 
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5   
 

ḭ לּ 2 ṇ  Active/Stanby ︡ ︣Ḯ 

 

ṇ  Dell  PowerEdge R710  

OS Red Hat Enterprise Linux 5.5 (x86_64)  

LifeKeeper  v7.3  

ṇ  Dell  PowerVault MD3200 (SAS ) 

 device -mapper  multipath, RDAC  

 

ṇ MD3200 SAS ṇ לּ ︡ ךּ ︣Ḯṕ

Ṗ 

 

 
Quorum/Witness Server Kit ףּ IPMI STONITH ḭךּ

MD3200 ṇ ︡ ךּ ︡ ︣Ḯ ḭףּ ṇ

SIOS_Primary ḭ ṇ SIOS_Standby ︡ ךּ ︣Ḯ 
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5.1   

 

V ṇ Red Hat Enterprise Linux 5.5 ּצ ṇ אל ךּ  

V ṇ LifeKeeper v7.3 ּף DMMP ARK צּ ṇ אל ךּ  

V ṇ Quorum/Witness Server Kit צּ ṇ אל ךּ  

V ṇ צּ ṇ אל ḭ ︡ MD3200 LU

טּ ṕ ךּ שּ  Ṗךּאל

 
  

ṇ  
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5.2  SCSI Reservation  

 
ṇ LifeKeeper /etc/default/LifeKeeper ṇ

︡ḭSCSI Reservation ṇ ︡ ︣Ḯ 

RESERVATIONS=none 

כֿ ︣ ḭLifeKeeper ︡ שּ  Ḯךּאל

# /opt/LifeKeeper/bin/lkstop  
# /opt/LifeKeeper/bin/lkstart  

 

5.3  IPMI STONITH  

 

(1)  ipmitoo l ṇ ︡ḭ ṇ IPMI קּ לּ

ךּ ︣Ḯ 

 

# ipmitool lan set 1 ipsrc static   
# ipmitool lan set 1 ipaddr 10.1.5.110  
# ipmitool lan set 1 netmask 255.255.0.0  
# ipmitool lan set 1 defgw ipaddr 10.1. 1.10  
# ipmitool user set name 1 lifekeeper  
# ipmitool user set password 1 secret  
# ipmitool us er priv 1 4  
# ipmitool user enable 1  

ẑ ipmitool ךּ ︡ שּ  Ḯךּאל

http://ipmitool.sourceforge.net/manpage.html  
 

(2)  ipmitool ︡ḭ ךּ ṇ (STONITH) נּ כֿ

︡ ︣Ḯ 

 

(3)  stonith - install ︡ḭLifeKeeper צּ ṇ ︡ IPMI 

STONITH ︣ ṇ ︡ ︣Ḯ 

# /opt/LifeKeeper/samples/STONITH/stonith - install  

  

http://ipmitool.sourceforge.net/manpage.html
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(4)  stonith.conf ḭ ṇ ︣  IPMI STONITH ︡

︣Ḯ ṇ פּ ṇ ︣ ḭֿכֿכ ︡ IPMI 

STONITH צּ אל ︣Ḯ ṇ ṇ ḭ ṇ

︡ ︣ IPMI  STONITH ṇ ︡ ︣Ḯ 

 

ḭSIOS_Primary stonith.conf SIOS_Standby

︣ ḭSIOS_Standby stonith.conf SIOS_Primary

︣ ︡ ︣Ḯ 

# vi /opt/LifeKeeper/config/stonith.conf  
 

(SIOS_Primary stonith.conf)  

SIOS_Standby ipmitool - I lanplus - H 10.1 .120  - U lifekeeper - P secret 
chassis power off  
 

(SIOS_Standby stonith.conf)  

SIOS_Primary  ipmitool - I lanplus - H 10.1.5.110 - U lifekeeper - P secret 
chassis power off  

Ḳ ︣ לּ ︣ כֿ קּ ︣Ḯּ︡︡פḭ

ṇ ṇ צּ ︡ ךּ ךּ ḭ ︡ ṇ צּ STONITH ︡ ︡

ḭךּ טּצּ ︣Ḯ ḭ ︣ כֿ ︡

︣Ḯ 
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5.4  Quorum / Witness Server Kit (1 )  

 

3 ṇ Majority ṇ ︣  

 

Witness Server ṇ ︡ḭ לּ ṇ ︡ ︡ Ḯ 

 

Â ṇ  

 

Witness Server ṇ ḭ ṇ ︡ ︣Ḯ 

ü SIOS_Primary SIOS_Standby ḭ192.168.16.0 192.168.32.0

ṇ ︡ ṇ ︡ ︣Ḯ 

ü SIOS_Primary ḭSIOS_Standby ṇ פּ ḭ10.1.5.0 10.1.6.0

ṇ ︡ Witness Server ṇ ︡ ︣Ḯ 
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Â ṇ  

 

/etc/default/LifeKeeper ︡ḭ ṇ לּ ︡ ︣Ḯֿכ

ṇ ︡ שּ  Ḯךּאל

# vi /etc/default/LifeKeeper  
 
QUORUM_MODE=majority # Quorum Check ṇ  

WITNESS_MODE=remote_verify # Witness Check  

QUORUM_LOSS_ACTION=fastkill # ṇ  

 

Â ṇ ṇ  

 

A)  SIOS_Primary ṇ צּ ︡  

ṇ ṇ צּ ︣ ṇ שּךּ פּ נּ כֿכḭֿצּ︣

SIOS_Primary ṇ צּ ︡ḭ ṇ צּ ︢

︡ ︣Ḯ 

 

Č SIOS_Primary SIOS_Standby ḭ￼קּ Witness Server

צּ קּ Ḯ ︣ 3 ṇ לּ ḭ ṇ 1 פּ︡

צּ כֿךּ פּ ḭ ṇ ךּ ︣Ḯ 

Č SIOS_Standby SIOS_Primary קּ ḭ10.1.5.0צּ ףּ

10.1.6.0 ṇ ︡ Witness Server ︣Ḯ

ṇ ḭ ṇ 3 2 צּ קּ ḭQuorum Check

ḭ ṇ צּ טּ ︡ḭ ṇ ךּ ︣Ḯ 

 

ḲSIOS _Primary ḭSIOS_Standby צּ ṇ  

 

B)  ṇ ṇ ︡  

192.168.16.0 ףּ 192.168.32.0 ṇ צּ ︡ ḭ ṇ

ṇ צּ ︡ ṇ ︣Ḯ ṇ ḭשּ SIOS_Primary

ṇ צּ ךּ ︡ ︣Ḯ 

 

Č SIOS_Primary SIOS_Standby ךּ קּ ךּ ḭצּ︣

Witness Server צּ קּ ︣Ḯ ḭQuorum Check ḭ

ṇ ṇ צּ טּ ︡ ︣Ḯ 

Č Witness Check ︡ ︣ḮSIOS_Primary SIOS_Standby

ṇ Witness Server ḭ ṇ צּ ︡

ךּ כֿ ︣Ḯ ︡ ḭSIOS_ Primary ṇ ︡ḭ
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SIOS_Standby ṇ ךּ Ḯ 

 

ḲSIOS _Primary ṇ ḭSIOS_Standby

ṇ  ךּ

 
 
 

Â IPMI STONITH צּ ṇ  

 

A)  SIOS_Primary צּ  

SIOS_Primary OSּצ ︡ ︡ ṇ ︣Ḯֿכ ḭQuorum 

Check SIOS_Primary קּ Ḯ 

 

ḭSIOS_Standby︡פּ︡ צּ Quorum Check ḭ ṇ

︡ ︣Ḯ ṇ IPMI STONITH צּ ︡

SIOS_Primary ︡ ︣Ḯ 

 

ḭ צּ ︣ כֿ ḭשּ ṇ ṇ

︣ כֿ צּ קּ ︣Ḯ 

 

B)  Witness Check ︡  

/etc/default/LifeKeepe לּ ︣ כֿ ḭQuorum Check

קּ קּ Witness Check ︣ כֿ צּ קּ ︣Ḯ ḭMajorityףּ

ṇ ︣ Witness Check ︣ כֿ ︡ Ḯ 

WITNESS_MODE=none 

Witness Check ︡ ḭ192.168.16.0 ףּ 192.168.32.0

ṇ צּ ︡ ṇ ︡ ︣Ḯ ṡ ṇ ṇ  BṢ

︢ ḭWitness Checkצּ︣ צּ ךּ ḭ

ṇ צּ ḭ ṇ ︡ ︡ ךּ ︣Ḯ 

 

כֿ ḭ ṇ ṇ ︡ḭ ṇ ︡

ṇ צּ IPMI STONITH ︡ḭ ṇ ︡ ︣Ḯ 
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5.5  Quorum / Witness Server Kit (2)  

 

2 ṇ ︡ḭTCP_Remote ṇ ︣  

 

לּ ṇ ḭrouter1 Quorum  Host ︡ ︡ ︣Ḯ 

 

 

כֿ ḭ ṇ לּ צּ Quorum Host

ךּ כֿ ︣Ḯֿכ כֿ ḭ ṇ ṇ פּ

Quorum Host צּ ︣ ḭ ṇ צּ ︡ לּ

כֿ קּ ︣Ḯ 

 

Â ṇ  

ṇ ḭ ṇ ︡ ︣Ḯ ṇ

שּ צּ Quorum Host ṇ לּ ︡ ︣Ḯ 

ü SIOS_Primary SIOS_Standby ḭ192.168.16.0 192.168.32.0

ṇ ︡ ṇ ︡ ︣Ḯ 

ü אל ḭSIOS_Primary SIOS_Standby Quorum Host

טּ 10.1.6.0 ṇ ︡ ṇ ︡ ︣Ḯ 

 










