: OSSTS20111007  -001 -001

LifeKeeper for Linux
Dell PowerVault MD3200 TG

SCSI Reservation  ~ AN AMM s

D€

N YMANY 4V W



LifeKeeper for Linux * Dell PowerVault MD3200 &

I e B T TN e o B OO 3

2 N1 AN NV DA ettt eaen 3

A e R ettt ettt 3

3 Quorum / Witness Server N L ettt ettt s 4

G 700 R | =1 1 T T S 4

3.2 TCP REMO 18 A N T e e e s e e e e e e e e s e aneeens 6

4 IPMISTONITH L ettt ettt es et ettt a e n ettt ettt eaeenen e e 7

5 R TP 8

5.1 8/l ettt ettt ettt 9

5.2  SCSI Reservation o OO 10

5.3  IPMISTONITH 7 7 A oottt 10

5.4  Quorum / Witness Server Kit 7A@ Majority AN e, 12

A MY AT 0T AdNM 8 s 12

N T T o T N RSO R R 13

A 4dnAyinAa N 0 e 13

A IPMISTONITH = . X 0T YV Y e, 14

5.5  Quorum / Witness Server Kit "7 A(@) TCPRemote An1 ... 15

A MY 13T N Y AdNM 8 s 15

N T T T OO 16

A MnAinAs o OO 16

A IPMISTONITH = . X 0T YV Iy Y e, 17

5.6 V1T A Y M AT AN DM 8 e 18

LI T 0 TR 19

7 ettt ettt ettt ettt anen e 19
2011 J 104 7 M 5 é

2

©2011 SIOS Technology, Inc.



LifeKeeper for Linux * Dell PowerVault MD3200 &

1 11731194 aA
53" ° ~ jLifeKeeperforLinux( “ 4 iLifeKeeper) = Dell 4 M A 4 n M PowerVault
MD3200 (9 4§ MD3200) © ~ 4 . "7 i NAMNM s XD T i
P |
3 70T MAANM YAdNANMT LT T T 44 TNy AT ~
R N - B T T R T T A SRV T s RV AR VIE VIRV VI
s 1470 77 LifeKeeper ~ B SCSI Reservaton /O
Fencing X° WA 3 x4 o "~ " 777" 7
LifeKeeperforLinuxv7.3 > =~ dnM4d4d " | SCSIReservation ~_ 1 27~
A7~ 1/OFencing =~ AN XNMnAN ~ 7 TQuorum/WitnessServer A iIPMI
STONITHA =~ 1
_ R T SR | s T 3 7 7 7 |lLifeKeeper’ RESERVE
X S R T B I I T VAR U B 5"~ A~ 1O Fencing ~ 6~ ~. 3
X pT T
A1N1A49Y 0 14> a ~ A7 A s " NynM T R
“ 1 LifeKeeper > i V41 MNM s MD3200 ~ MA4nM> 717 HA
Y MY~ R A TR T v ~ 1°XxX 95 4>~
2 1131 149d4N NVMnA
113411444 | LifeKeeper © MD3200 ~ N A MW MAAnM > 1T
R A /IOFencing 6 ~ & A~ "5 AN~ "~ 71
A 6 'N"]U
171411444 MD3200 7. ~ DellPowerEdgeR710 N nd~ 1T 7 °
I A (T - Ve - Y AR | R SN, R b R
,.-r
MAA4nM

Dell PowerVault MD32 00
Dell PowerVault MD3220

N n ™
Dell PowerEgde R710

3
©2011 SIOS Technology, Inc.



LifeKeeper for Linux * Dell PowerVault MD3200 &

3  Quorum / Witness Server A |
Quorum/Witness Server AN =~ | M n 1 ~ Y B ' B
A° . AIA7. QuorumCheck “ji%2 A4Nnd s 34 . if44n?1
~ ~  WitnessCheck 0 -~ 77 &N 71
53> 6 ~_ U ", 77 | LifeKeeper v7.3 Y N Quorum/Witness
Server Kit N\ Y1 n M (steeleye -IkQWK)~ "~ 4MAni ", G I N
NV Y nVW Recovery Kit> ™~ ANTT N Tt T
A QuorumCheck =~ An1~ " 7~
QuorumCheck =~ | 1 n 1’ 0 7 277 An1xtia N T T
T An1TT T e T T s A XMpw |
3.1 Majority A ni1
Witness Server T 752 Mn1 T NAMM T N YT
YA aT ST T TI3Mn19A Y s NAMM v "
Tn1~ 11 7, G R |
Majority An1 s AnM Witness Server J—R |
oo eeseaeeeeesensens BED2/—ROSZH |
Majority 4 n 1~ Quorum Check *~ i B vn1’ - ST NAM
M™ &7 Mn1i1 7’ 5 5959 U VN 4Mn1Y Y
NG T B Cp A TAYAMT 0T T T AYnvT ST,
dn1xy % 77T T 4477 AMn - SN AN AT d
J- S T |
4

©2011 SIOS Technology, Inc.



LifeKeeper for Linux * Dell PowerVault MD3200 &

Quorum Check 0 AnM

-~ -

BEE#HL YUY - ERM ‘ UV —2 i By b |

A Witness Check X~ N i MdnAYnAX 1 vMn1’

WitnessServer “ s 74 . " 13 iAIMIN1T > AYnMY © L)
3" B R e Y T T 1T T e T IR VEEVIR TR TRV B N
VAN |

Witness ServerZ#ZHU.
BL\DIEEIRBEERBTES

1Tn M

cn:

Witness Check

N
Q
X

H—ERE iR

Quorum Check ~ i Mn1XAAN" Y ST 147979
Witness Check X1 - R I A R NI
PMNANAMAT Sl
5> A 7 i NAMM™ s T Mn1 Winess Server © . T Y0
i X0 ° i WitnessServer * . Y27 Mn1 . LifeKeeper AT M Jd M~
[ X0 T 0T wlNAaT
5

©2011 SIOS Technology, Inc.



LifeKeeper for Linux * Dell PowerVault MD3200 &

3.2 TCP Remote A n1

QuorumHost =~ A~ MvMA H 7 Y CpP.oo® YT i AMnTX
D 9 92TV ANNTTTT Y e Mn1T TxAVYaMT 0T )

X PTTiAYDMT ST M1y Y T T 44T At
i SiMNANAMAT I 4d T S T |

QuorumCheck 0 ~ An\M

™ > Yy

Quorum Host (75 XFNEPDEBDRZ )

& & &

3/3EEATEE ' 1/3BsEERE
S DB

:J; O T T
A R e
N
DY — BN R J EIREL VY — 2 &R

In1AMY 1YY nYAdNM A~ 7 . ®47 XjiQuorumHost *7 A
i "1 ANANaN" T 7 9 s >0 9" e T 3 i
MY 1YY Y AdNW XAdJd™ T 4470 _

PUNANVAMAT 4" A “p. PIY X0 “p~ i

5> A 7 iQuorumHost = AT T MnA T NVYAdY 0 9 Yy T
TATTT Y X T i NAMMI T, T ixXuv "~ 1T 4n1

Y .. Nix" " i° 7 s” A B BEC A

04 AT 2901 s NAMM T N~ x p~ il

"9 i24n1 s > Y2 ANpM~ 1 ~ WitnessCheck ’ X o
TMNANAMAT IXAdT T X0 3 D YA T IPMI

STONITH > 1~ w N9

07 A & . 9 i SCSI RESERVATOIN ~ ~ I Quorum/Witness
Server Kit =~ /O Fencing ~ A . . 44 1 Majority 4 n 1 i TCP remote
An1 @@~ &0 " | IPMISTONITH 1 X S|

6

©2011 SIOS Technology, Inc.



LifeKeeper for Linux * Dell PowerVault MD3200 &

4 IPMI STONITH ° 1

IPMI (Intelligent Platform Management Interface j ivAnAN Nny Mn1’

T & ~> "1~ 7 STONITH ~ "Shoot The Other Node In The

Head"” Ui vn1 s NA- 0 7 T 770 LifeKeeper
i IPMI” S0 T T i T4 YT AT T 4 Yy Mn 1

"5 NA~ (STONITH) =, 3> i MyANVAMA™ d 4d”~ a4 D

5

Q

X

N—R9T7 BIROFF! N—ROT7

#lER— K HliER— K

TR H—ERiEE
A 7 Quorum/Witness Server Kit 7 | InNTXA4A" A MV
ANVAMAT 4" A4 ST 9 i Ynv4 A9 vy o 1n1X
[ ~ ST T T4 0SS AdAT 0 pT T
57447977, P IPMISTONITH “_ 17 3 “ia A9 s NA~ ~
T3 pT U b U T, i MNAN AT I dd T

~ ~ ~ <~ 7

6 |

-
©2011 SIOS Technology, Inc.



LifeKeeper for Linux * Dell PowerVault MD3200 &

s N
A 7 P94 09 2Mn1 s Active/lStanby NAMM” |
NnN Dell 1 PowerEdge R710
oS Red Hat Enterprise Linux 5.5 (x86_64)
LifeKeeper v7.3
MA4nM Dell 1 PowerVault MD3200 (SAS )
VA MNMT AT device -mapper multipath, RDAC
Nny' MD3200° A SASYInM1>94 9~ ST T IpVN 4N
TP
PowerEdge R710 PowerEdge R710
HBA1 HBA2 HBA1 HBA2
Controller 1 Controller 2
PowerVault MD3200
N ~ 7 Quorum/Witness Server Kit 5.~ IPMISTONITH = = A~ A9
MD3200 ~ MAInM> > 7T NAMM™ &« >~ T 7"/7i 0 v1n1~
SIOS Primary i © vn1 ~ SIOS Standby >~~~ U~ A7~ 710

8
©2011 SIOS Technology, Inc.



LifeKeeper for Linux * Dell PowerVault MD3200 T 6
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SIOS_Primary SIOS_Standby
eth0 10.1.5.100 eth0 10.1.5.200
ethl 10.1.6.100 ethl 10.1.6.200
eth2 192.168.16.100 eth2 192.168.16.200
eth3 192.168.32.100 eth3 192.168.32.200
IPMI >571—2X IPMI 7>571—X
10.1.5.110 10.1.5.120
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5.2 SCSI Reservation a
M n1 Lifekeeper = A M1 " 1 Jetc/default/LifeKeeper = D 4 NAAnM”
> i SCSIReservation ~ . . MA4nMN ~ 777 |

RESERVATIONS=none

3 © T 7. 7| LifeKeeper ~ 0> T w NOT

# lopt/LifeKeeper/bin/lkstop
# lopt/LifeKeeper/bin/lkstart

5.3 IPMI STONITH N

PMI A" M 4™ S p 57

—_—s

(1) ipmitoo I ~7 dMANn4 i vn1°
AT A~ 0

MA T aA

# ipmitool lan set 1 ipsrc static

# ipmitool lan set 1 ipaddr 10.1.5.110

# ipmitool lan set 1 netmask 255.255.0.0

# ipmitool lan set 1 defgw ipaddr 10.1. 1.10
# ipmitool user set name 1 lifekeeper

# ipmitool user set password 1 secret

# ipmitoolus  erprivl 4

# ipmitool user enable 1

2 ipmitcol = T A T 7 N woNAqT
http://ipmitool.sourceforge.net/manpage.html

~ v

(2) ipmitool ~_ 1 > iY 4MVUd1TS 3 vn1 (STONITH) ~ A1, 3

~ \~...T

(3) stonith -install M N A N N~ & A" | LifeKeeper X Mn1°~ A~ IPMI
STONITH ~aA~. .~ T dMANn4 YT d

# lopt/LifeKeeper/samples/STONITH/stonith - install
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(4) stonith.conf ~ | Mn1’ ~aA”. IPMISTONITH M\UJd1 -~
17 “Mn1® " M " 4¥nyN &"a T, AT 0337 ST IPMI
STONITHMVUd 1 XaAN ~~TM " 43¥%ny " Mdn1 i’ An1~
N> 7 aA~  IPMI STONITH MVUd1~MMpM® cT R
A" 7 i SIOS Primary = stonith.conf ~°  SIOS_ Standby o
N~ M\ J 1] SIOS Standby ~  stonith.conf ~~  SIOS_ Primary ~ -

\..,..-I'-

aAN~ Mud1To

# vi /opt/LifeKeeper/config/stonith.conf

(SIOS_Primary ~  stonith.conf)

SIOS_Standby ipmitool -Ilanplus  -H210.1.120 - Ulifekeeper - P secret
chassis power off

(SIOS_Standby = stonith.conf)

SIOS_Primary ipmitool - llanplus -H10.1.5.110 - Ulifekeeper - Psecret
chassis power off

K o 07, . HYMAd1” T3, T ptTiTeT g 04
AnAYnyA” X D I I I R | 0> vMn1X STONITH ~ 40>~~~
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# vi letc/default/LifeKeeper
QUORUM_MODE=majority # Quorum Check A n 1
WITNESS_MODE=remote_verify # Witness Check ~
QUORUM_LOSS_ACTION=fastkill # 9 “n1 0
A dpAynANa” N0
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5.5 Quorum / Witness Server Kit YN )
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