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1. B8

ARF a1 A>T LifeKeeper for Linux 3 KU Z D Recovery Kit D—DTHD
DataKeeper for Linux ZEA L. BS{ELZO—HILT7+« AT (IRFESNET -9 =BS540
UTEiBEREE (IPsec) BB L T —F LT U —> 3 > Z T HEICDVWTEESHTVET,

I—89)(— b —DERNERDA > A —)LZIRT T DEOHEARIE LT, RRFa A
> haeSRVWEELZEZBNELTEDFET,

2. X RFIAA> bDBTR— EEHE

ARFa A>T ML BRBFICHEBETESN/E LifeKeeper for Linux (X U TOHFERNTY ., B
(CBET BEEM(IKED SIOS Technology Corp. & DIBMEESNTWVBIEERMTRF 1 A>T b
(Release Notes, Technical Documentation)ZZSB<EE0\,
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3. X RFIAA> MMCDOWNT

ARFIAD NTHEELUTVWDIEBRIIUTDORODEBED THD . FERHT S LifeKeeper B KU«
A MYUE1—>3>(4 LifeKeeper for Linux v8.1.1 KU 64 Ew MR Red Hat Enterprise
Linux 6.3 T9,

O—5)L7« RO DESE(C(E LUKS (Linux Unified Key Setup)ZEHA L. BERIEDIES
{E(C(E Openswan ZEALEY.

=R s;s

|
Public Network
Server-1 (pd091) etho etho | Server-2 (pd092)
eth0 : 10.1.6.91/16 brivate Network eth0 : 10.1.6.92/16
ethi : 172.16.6.91/16 | ethi vate Tetwor ethi | eth1 : 172.16.6.92/16
eth2 : 192.168.6.91/24 icat ’ eth2 : 192.168.6.92/24
P Replication Networ =i ]

Data Replication
via Encrypted Path

Encrypted Encrypted

Disk Disk
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4. LifeKeeper DBE

4.1. LifeKeeper @1 > A M=ILELUVEE

LifeKeeper D > X b—)LHB KUEKEDFEM(C DEFE U TIZ. [LifeKeeper for Linux v8.1.1
RI—RTPYVTHAR] [CRBESNTHDEIDT., 2E55Z2ISRBITEN,
RB.ARRF1 A MTIF DataKeeper for Linux ZEHEUET . XY — 7wV TFH-1 R[3.2.8.
A>3 >d Recovery Kit /\w T —=D+1 > X =)L ] DFINEICT [DataKeeper for Linux |
ZERUET,

4.2. Firewall OER

ARF 1A MTIE Firewall (FEXC URIRETHEBEZITVET, ABRIBETEELY(C
Firewall Z#EE LU GERAULTLKIZEEL), LifeKeeper &UTHERTBIR— MNIDEFFELTIER
H—KFPwITHA R [2.3. Firewall DR (CERH L TEDET.

4.3. BEEBBLVT 1 RUVDBSILICHERINYV S —>

ARRFIAD MMTHEWTCEMNMTRE LRI\ —(FLTDEDTY, tepdump (& IPsec
DEHER(CERLE T,

® openswan
® cryptsetup-luks
® tcpdump

4.4. FEROBEER

AIBRT(E. YIBNRST « AT (IRFSNDT —IB LB B ERIEZEDT —4F (38
BEESNTWEIN, D7 T VI —2 3> LifeKeeper ETHIFAESNST—5BIK(SEE
BIEESNTWRWEX DT —F TIDTFHT THELIZE0,

5
©2013 SIOS Technology, Inc.



DataKeeper for Linux with Encrypted Path and Disk

5. B{ERIBRDIES1E

ARIETEL TV -2 3> (fERATDIZT1 -5 —>3> )X (Replication Network)Z b=
> AM— hE— RTEFIHERZEA L TESEULET,

5.1. sysctl.conf J 7 JLDEE

Openswan Z{ER U IPsec @{EZITD1zs. BUTFDHERIC sysctl.conf T 7 1 ILDI\S A —5F%
ZEHSRIGENL., SAFACERAUET,

® /etc/sysctl.conf J 7 1 )LODiRE

net.
net.
net.
net.
net.
net.
net.
net.
net.

net
net

net.
net.

ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
.ipva.
.ipva.
ipv4.
ipv4.

ip_forward = 1
conf.all.send_redirects = 0@
conf.default.send_redirects = 0@

conf.eth@.send redirects = 0
conf.ethl.send redirects = 0
conf.eth2.send_redirects = 0@

conf.lo.send_redirects = 0@
conf.all.accept _redirects = @
conf.default.accept_redirects = @
conf.eth@.accept_redirects = 0@

conf.ethl.accept_redirects = 0@
conf.eth2.accept _redirects = @
conf.lo.accept _redirects = 0

® S ATACEBEZERITD
# sysctl -p

5.2. ipsec.conf J 71 )LDiRE

J— RfED IPsec (CBH T 3% TE % /etc/ipsec.conf T 71 JLICEEIR UE T,

® /etc/ipsec.conf DEL
conn <¥EfEH>
left=<#BFD IP>
right=<B2® IP>
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type=<#EHiEt— K>
authby=<Z25FDIELE>
auto=<JRTS 3 E>

Server-1 ([CHBITDHEFSUTDEDTY,

® /etc/ipsec.conf DiREE

conn replicationpath
left=192.168.6.92
right=192.168.6.91
type=transport
authby=secret
auto=start

5.3. ipsec.secrets J 7 1 I)LDIRE

J— REITERY 3EFIHESEZ/etc/ipsec.secrets T7)LICEERUET ., /IR TL—XIE
&) —RTCE—TH23RENHDFET,

® /etc/ipsec.secrets DET
<FBFD IP> <BHDIP> : PSK "</ XTJL—X>"

Server-1 [CHITBHTEIUTOEDTT ., (FED/\XTL—XXZAHDLTLEEW)

® /etc/ipsec.secrets DiFsE
192.168.6.92 192.168.6.91 : PSK «

5.4. Openswan DiEH)

BUFdDIY> RT Openswan =& U IPsec ZBIALE T,
# /etc/init.d/ipsec start
BFDOX> RT OS iZ#kF(C Openswan "EHFEEH T DL SICERELET

# chkconfig ipsec on
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5.5. %D —KTOEE

i@/ — R(Server-2) CEREDFIET IPsec DIREZITUVNE T,

5.6. tcpdump (C KD EMERER

Server-1 [CBWTUAT®D tecpdump I > RZEITU. Server-2 EDREID Replication
Network Zi@i@ 9 D/\Twv b+ v TFv UET,

# tcpdump host 192.168.6.92 -tni eth2

5.6.1. IPsec S&EAID tcpdump D5

IPsec SRTENERASIBLURIEUTORKRIC, 22125 —2 3 2/ AOBEMTONTNDE
OMDET,

IP 192.168.6.91.33688 > 192.168.6.92. Llcm-server: Flags [P.], seq 248:244, ack 3,
win 115, options [nop,nop, TS val GB77&7980 ecr 6525147447, length 4

IP 192.168.6.92. lcm-server > 192.166.6.91.336806: Flags [.], ack 244, win 114, op
tions [nop,nop, TS val 652519713 ecr G@77879808], length @

IP 192.168.6.91.33688 > 192.168.6.92. Lcm-server: Flags [P.], seq 244:360, ack 3,
win 115, options [nop,nop,TS val GB77880206 ecr 6525197131, length 116

IP 192.168.6.92. lcm-server > 192.168.6.91.336806: Flags [.], ack 368, win 114, op
tions [nop,nop, TS val 652519713 ecr G@7788028], length @

IP 192.168.6.92. lcm-server > 192.1668.6.91.336808: Flags [P.], seq 3:4, ack 368, w
in 114, options [nop,nop, TS val 652519744 ecr GB7788028], length 1

IP 192.168.6.91.33%688 > 192.168.6.92. Lcm-server: Flags [.], ack 4, win 115, opti
ons [nop,nop, TS val G6B778680852 ecr 6525197447, length @

IP 192.168.6.92.340817 > 192.168.6.91. Lcm-server: Flags [P.], seq 248:244, ack 3,
win 115, options [nop,nop, TS val 652521488 ecr GB7784868], length 4

IP 192.168.6.91.lcm-server > 192.166.6.92.34817: Flags [.], ack 244, win 114, op
tions [nop,nop, TS val 6B7TTE9836 ecr 652521488], length @

IP 192.168.6.92.340817 > 192.168.6.91. Lcm-server: Flags [P.], seq 244:360, ack 3,
win 115, options [nop,nop,TS val 652521528 ecr 6B7789836], length 116

IP 192.168.6.91.lcm-server > 192.166.6.92.34817: Flags [.], ack 368, win 114, op
tions [nop,nop, TS val 6@7TTE9836 ecr 652521528], length @

IP 192.168.6.91.lcm-server > 192.1668.6.92.340817: Flags [P.], seq 3:4, ack 360, w
in 114, options [nop,nop, TS val 6B7789860 ecr 6525215281, length 1

IP 192.168.6.92.34017 > 192.168.6.91. Lcm-server: Flags [.], ack 4, win 115, opti
ons [nop,nop, TS val 652521553 ecr 6@7789860], length @
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5.6.2. IPsec iSE#D tcpdump D4

S an—1

IPsec RENEA S NTZLABE (LU T ORICE TOBIEN ESP THES/ESN., BIEOHREZND
ENTERLIDFT,

IP 192.168.6.91 > 192.168.6.92: ESP(spi=@xfiab6fab,seq=0x91), length 84
IP 192.168.6.92 > 192.168.6.91: ESP(spi=0xa37fad19,seq=0x98), length 84
IP 192.168.6.91 > 192.168.6.92: ESP(spi=@xfia56fab,seq=0x92), length 196
IP 192.168.6.92 > 192.168.6.91: ESP(spi=8xa37fad19,seq=0x91), length 84
IP 192.168.6.92 > 192.168.6.91: ESP(spi=8xa37fad19,seq=0x92), length 84
IP 192.168.6.91 > 192.168.6.92: ESP(spi=8xfiase6fab,seq=0x93), length 84
IP 192.168.6.92 > 192.168.6.91: ESP(spi=0xa37fad19,seq=0x93), Llength 84
IP 192.168.6.91 > 192.168.6.92: ESP(spi=@xfiab6fab,seq=0x94), length 84
IP 192.168.6.92 > 192.168.6.91: ESP(spi=0xa37fad19,seq=0x94), length 196
IP 192.168.6.91 > 192.168.6.92: ESP(spi=@xfiab6fab,seq=0x95), length 84
IP 192.168.6.91 > 192.168.6.92: ESP(spi=@xfiab6fab,seq=0x96), length 84
IP 192.168.6.92 > 192.168.6.91: ESP(spi=@xa37fad19,seq=0x95), length 84
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6.5 1 AU DIES{E

AKETEL TV -2 3> (ERITRIO0-HIILT 1 A0%=BSILUET LEOFIETIE. O—
HILTFT 4 A0S ITDICHIED. O—ILT« ATONDBREFEDT—SIEETHREL. iz
(CTT7AINEZRATLZERUETDT, T—IMMREFNTVWDISESR/ VOV ITZEEL
TLZE0N,

6.1. LUKS /)\—5 1 >3 >0

BIFDOY> RTIE aes-xts-plain 5. 256bit DR T LUKS /\—>F > 3> Z/ERULE
9, [YES] (FRXFTAHDL., NRTL—-X(FE2BAHLET,

# cryptsetup --cipher aes-xts-plain --key-size 256 luksFormat /dev/sdbl

WARNING!

This will overwrite data on /dev/sdbl irrevocably.

Are you sure? (Type uppercase yes): YES
Enter LUKS passphrase:
Verify passphrase:

& J)—RTERB)I RITL—XTHI3BEHELFI. FED/\XRTIL—-XEANDLTLES
LY)

® Server-1:

® Server-2:

LUKS ([C[dF—ROv bME#G DTz BED/ AT L -0+ —T 7 ()L 2 ERTETET,
T\ A AOERICEATELRF—XOY bME. MTFOOVY RTHSRTEFET. RIEELE
ISR T L —X(CKDEBEEIS Key Slot 0 WMERENZET.

o XOw MREEDHER
# cryptsetup luksDump /dev/sdbl
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LUKS header information for /dev/sdbi

Version: 1

Cipher name: aes
Cipher mode: xts-plain
Hash spec: shat
Payload offset: 4096

MK bits: 156
MK digest: *X
MK salt:

MK iterations: 421258
UUID: I = = = R = NN W,

Key Slot #: ENABLED
Iterations: 168521
Salt:

Key material offset: 8
AF stripes: 4

Key Slot 1: DISABLED

Key Slot 2: DISABLED

Key Slot 3: DISABLED

Key Slot 4: DISABLED

Key Slot 5: DISABLED

Key Slot 6: DISABLED

Key Slot 7: DISABLED

b =L S R~ S

6.2. F—I7AIVICKDRALDIENM

F—H+ XN 256bit (32byte) DF—T 71 I)L&EE ) — RTHER L. LUKS /{—F+c>3>(C
EBMUET, F—T71ILOENDIRERIETASD U/KRITL —XZ AN LET.

® F—T7A)LDIERK

# mkdir /etc/luks
# dd if=/dev/urandom of=/etc/luks/encrypted_sdbl.key bs=1 count=32

& F—TJ7A)LDEN
# cryptsetup luksAddKey /dev/sdbl /etc/luks/encrypted_sdbl.key

F—T7AILCKDEREEZENM T DECLD, F/ZIC Key Slot 1 M ENABLED &72D, 2 1&
FDSIBENWINH DA TOIREN FIREEIRDF T,
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o Ovw MRREEDHER
# cryptsetup luksDump /dev/sdbl

LUKS header information for /dev/sdbi
Version: 1
Cipher name: aes
Cipher mode: xts-plain
Hash spec: shat
Payload offset: 4096
MK bits: 256
MK digest: OO O 0K OO0 O X0 XOK 200 MO 04 00 00 D00 KO0 X XK KX
MK salt: O MO MO 0K O OO0 PO XK 0N MO K XK O XK MK
O JOR 0RO OO0 00 O OC O O RO0 RO MK XK KX
MK iterations: 42115
UUID: FORCHORCPCRONC = RN = RONOR - R = RO RN R R,
Key Slot #: ENABLED
Iterations: 168521
Salt: OO0 OO0 00 O MO0 B0 00 200 00 00 KON 00 MK
FOU RO 00 00 O O HOX 00 200 00 X0 MK MK 00 XX
Key material offset: ]
AF stripes: 4000
Key Slot 1: ENABLED
Iterations: 164813
Salt: FOU RO 00 00 O O HOX 00 200 00 X0 MK MK 00 XX
FOU MO XOR D00 O O OX KON O PO MK XK KO0 XX
Key material offset: 164
AF stripes: 4000
Key Slot 2: DISABLED
Key Slot 3: DISABLED
Key Slot 4: DISABLED
Key Slot 5: DISABLED
Key Slot 6: DISABLED
Key Slot 7: DISABLED

%%

%%

6.3. LUKS /)\—5 >3 >DEH

AIATHHER LUKS /\—F 1 = 3 > DEMGEGFIUTD 2 DRHDFET.

o JIXTL—XICKDEM
# cryptsetup luksOpen /dev/sdbl encrypted sdbl

o F—TJ7AILICKDER
# cryptsetup luksOpen /dev/sdbl encrypted sdbl ¥

12
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> --key-file /etc/luks/encrypted_sdbl.key

FERANSECTREUBE TEUTOY VI —F/)A INDY > DT 7 A )LHMERR SN, H
ZI7 AN 27Oy o7/ A REVTERATS LT, BSELEO—-ILT« AOADT—
FEBESILUITRETHRABZETCEFI, T —IL TV —23>TRERCOUZOT7AILH
BIVYN—FN\ARZFERALET,

/dev/mapper/encrypted_sdbl

6.4. /etc/crypttab J 71 JLDEE

/etc/cyprttab J 7 1 )ILZVERR T DET. OS EHIFIC LUKS /\—F o >3 > DREMAZITVE
3—0

® /etc/crypttab 7 7 -1 )LDVERL
encrypted_sdbl /dev/sdbl /etc/luks/encrypted_sdbl.key luks

6.5. %D —KTODHEE

)/ — R (Server-2) TERBRDFIRT LUKS DFEEZITVNE T,
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7.7—9LJU—23>UY—XDVER

F=HALTVG—2 3> UV -ERRBO I 7ML AT LA'EERDT « LI KJICND >
NUET, KRF 1A MTIE /dev/mapper/encrypted_sdbl Z/mnt/dr (CXD> LT
ll\ig_o

# df
Filesystem 1K-ZOw o BfH #HAF @R YOLRLUE
Jdev/mapper/vg_pdid1-1v_root

11941808 56258712 5789328 58% /

tmpfs 961308 264 961844 1% /dev/shm
Jdev/sdal 495844 37562 432682 8% /boot
Jdev/sra 3502539 31502538 B 188% /media/RHEL_6.3 xB6_64 D
isc 1
Jdev/mapper/encrypted_sdb1
165086524 176188 15491028 2% /mnt/dr

FT=HFLTVT—232 Y — XIS T EEDIER TITLET,

K1I7ANS AT LVY —ADENE

&5  1BEH ANE UL (FERT BB
1 Please Select Recovey Kit Data Replication Z3#iR
2 Switchback Type (VY —XH—/\) intelligent %Z3&1R
3 Server V=AY —) (& 7z8EIR
4 Hierarchy Type Replicate Existing Filesystem 3
R
5 Existing Mount Point LTV —23>m&ad NI MR
-+ > hEEIR
6 Data Repolication Resource Tag 50277 FRE U EAD
(V—X5—=)Y)
7 File System Resource Tag 50277 FRE LU EAD
(V—X5—=)Y)
8 Bitmap File (Y —XH—/\) Ewv hw T I 7AILD)RDEIRE
U<(EAD
9 Enable Asynchronous Replication ? | yes £ U < (& no Z&iR
10 | Target Server =4y hF—) (% ZER
11 | Switchback Type (F7—%4"v htF—/\) | intelligent Z3%iR
12 | Template Priority (VY —XH—/\) 7 J A )L MBZEIR
13 | Target Priority (#—%"w hF—)X\) 7 J A )L MBEZEIR
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14 | Target Disk LTV —23> %ER23T/I\A A%
=R

15 | Data Replication Resource Tag F I AL MEZEIR

(F—4v h—)\)

16 | Bitmap File (9—%"v hF—/\) Ev hRY T T 7A1ILDICRDERE
U<(EAS

17 | Replication Path [EIHAFR IS IR

18 | Replication Type EEAE— RZER

19 | Mount Pint (#—%"w rF—)X) F I #)L MBEZ &R

20 | Root Tag (9—%'vw b —/\) T J )L MBZEIR

DY —REVER T BDTZHD T« Y — RZERE UTZR(E. LT DIEFTHEDHF T,

1. [Please Select Recouvery Kit] C[Data Replication]Z:&iRL. [Next]ZzoUw o

| 2] Create Resource Wizard x

Please Select Recowvery Kit |Data Replication v

< Back [Mext » | Cancel| Help
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2. [Switchback Type] C[intelligent]Z &R L. [Next]ZzoUw o

| 2] Create Resource Wizard x

Switchback Type [intelligent v

<Back | [Mext> | cancel | Help

3. [Server]TY—XHP—/\&Z#ERL. [Next]ZzoUw o
| 2] Create Resource Wizard *

Server [pd091.1abs.sios.com v

p Eac k ‘ ............ N ext}) | Ca nee | | He | p
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4. [Hierarchy Type] C[Replication Existing Filesystem]Z&iRL. [Next]ZzoUw o
[ 4] Create Data Replication Resource Hierarchy x

Hierarchy Type |Rep|icate Existing Filesystem v

Choose the type of data replication hierarchy wou wish to create:

Replicate Mew Filesystem creates a new replicated filesystem and makes it accessible on a given
moLnt paint.

Replicate Existing Filesystem converts an already mounted filesystem into a replicated filesystem.

Data Replication Resource creates just a data replication device, with no associated filesystem.
The filesystem {or raw disk access) must be configured manually:

< Back | Mext = | Cancel| Help

5. [Existing Mount Point]Z&i#iRUL. [Next]®oUw o
[ 5] Create Data Replication Resource Hierarchy X

Existing Mount Point |/mnt/dr v

Select the desired mount point to be replicated. The mount point must already be mounted,

<Back | ____________ N e><t>| Cancel | Help

17
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[Continue]lZzZoUw o

[ 4] Create Data Replication Resource Hierarchy x

ATTENTIOMI
jmnt/jdr is not shareakle with any other servar.

Using this choice will result in a data replication hierarchy that cannot be extended to other
servers to form a shared-storage configuration.

To confirm the selaction of this entry press Continue,

Press Back to select a different entry from the list.

< Back |

| Cancel | Help

6. [Data Replication Resource Tag]ZEREU K (EAB L. [Next]ZzoUw o

Data Replication Resource Tag |datarep-dr v

Enter or select a unique tag name for the data replication resource instance,

<Back | ____________ N ext>| Cancel | Help

18
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7. [File System Resource Tag]ZEREU(FABU. [Next]ZzoUw o
[ 4] Create Data Replication Resource Hierarchy x

File System Resource Tag |/mnt/dr v

Enter or select a unique tag name for the filesystem resource instance,

<Back | Cancel | Help

8. [Bitmap File]ZEIREUK(EZASD L. [Next]ZzoUw o

Bitmap File |/opt/LifeKeeper/bitmap__mnt_dr v

The bitmap file keeps a log of all changed sectars an the disk that have not yet been committed to
the target(s). It is useful in the event of a network outage or system downtime because only the
changed sectors need to be sent. By default, the bitmap file will contain one bit per 64KE of data
on the disk (this can ke changed with the LKDR_CHUNKE_SIZE variable).

Without a bitmap file, any interruption of the replication process will require a full resynchronization
of all mirror targets.

<Back ____________ N ext> | Cancel | Help
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9. [Enable Asynchronous Replication ?]Z&RU. [Next]ZzoUwo
[ 4] Create Data Replication Resource Hierarchy x

Enable Asynchronous Replication ? |\,,aes v

Select whether wou want to enable asynchronous replication for this mirror. This is a global option
far the entire mirror. Individual targets may be either synchronous or asynchronaous.

You must select yes if you plan to have any asynchronous targets in this mirror. You should select
no if you plan to have only synchronous targets.

Asynchronous means that writes are signalled as committed when they are safely on the source,
bt may still be in flight to one or more targets. Asynchronous replication requires a bitmap file.
Asynchronous replication is mainly employed in WAN environments.

Synchronous means that writes are onhy signalled as committed when they are safely on the
source and all targets. With a synchronous mirror, committed transactions will not be lost even in
the event of a server failure. Synchronous mirrors are mainly employed in LAN environments, where
the netwarlk is fast enough to keep up with the normal write load on the protected filesystem.

<Back | | Next> Help
[Next]zUw D
[ 5] Create Data Replication Resource Hierarchy x

Creating Data Replication Resource...

BEGIM create of "datarep-dr”

fdev/md(: Failed to remove /dev/nkdQ. Trying again... (1)

fdev/dm-2 is configured to be mirrored using /dev/md0

EMD successful create of "datarep-dr”

mount -t extd —o barrier=0,rw [dev/mdQ /mnt/dr

devicehier: Using /opt/Lifekeeper/lkadm/subsysfscsi/netraid/bin/devicehier to
construct the hierarchy

= Back

Cancel Help

20
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10. [Target Server] TH—4"v hF—)(ZZ&ERL. [Next]ZzoUwo
B Pre-Extend Wizard x

Target Server |pd092.1aks.sics.com b4

You have successfully created the resource hierarchy datarep—dr on pd0391.labs.sios.com.
Select a target server to which the hierarchy will be extended.

If you cancel before extending datarep-dr to at least one other server, LifeKeeper will
provide no protection for the applications in the hierarchy.

<Bacl: | [Wext = ‘ Accept Defaults | Cance|| M

11. [Switchback Type]C[intelligent]Z#RU. [Next]ZzoUw o

Switchback Type |intelligent v

<Back ............ N ext> Accept Defaults | Cancel | Help
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12. [Template Priority] T[1]%Z:&RU. [Next]ZzoUw o

| 2] Pre-Extend Wizard

Template Priority |1

<Back | C Next > ‘ Accept Defaults | Cancel |

Help

13. [Target Priority] C[10]Z#RU. [Next]ZzoUw o
B Pre-Extend Wizard

Target Priority (10

<Back ["ext > Accept Defaults | Cancel |

Help
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[Next]ZoUw o
| 2] Pre-Extend Wizard x

Executing the pre-extend script...

Building independent resource list

Checking existence of extend and canextend scripts
Checking extendability for datarep-dr

Checking extendakbility for /mnt/dr

Pre Extend checks were successful

cizch | [Nexts | Accept Defaults | cancel | bl |

14. [Target Disk]Z#RU. [Next]ZzoUw o
| 2] Extend Data Replication Resource x

Template Server: pd091.labs.sics.com
Tag to Extend: datarep-dr
Target Server: pd0392.labs.sics.com

Target Disk |/dev/mapper/encrypted _sdbl v

Select a disk on pd092.labs.sios.com. The selection must not be mounted and must be at least as
large as the source disk on pd091.labs.sios.com.

< Back | ............ N E><t> Accept Defaults | Cancel | Help
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15. [Data Replication Resource Tag]Z A U. [Next]ZzoUwo
[ 4] Extend Data Replication Resource x

Template Server: pd091.laks. sios.com
Tag to Extend: datarep-dr
Target Server: pd092.labs.sios.com

Data Replication Resource Tag |datarep—dr

Enter or select a unique tag name for the data replication resource instance,

<Back | Accept Defaults | Cancel| Help

16. [Bitmap File]Z:EIRE U< (EASBU. [Next]ZoUw o

Template Server: pd091.laks.sios.com
Tag to Extend: datarep-dr
Target Server: pd092.labs.sics.com

Bitmap File |/opt/Lifekegper/bitmap__mnt_dr v

The bitmap file keeps a log of all changed sectors on the disk that have not yet been commitied to
the targetis). It is useful in the event of a network outage or system downtime because anly the
changed sectors need to be sent. By default, the bitmap file will contain one bit per 64KE of data
on the disk (this can be changed with the LKDRE_CHUMNE _SIZE wariable).

On the target, the bitmap file is necessany when replication changes roles (i.e, on switchover ar
failowver). Without a bitmap file, it is impossible to switch back again to the source without
transmitting all the data from the target.

<Back © Nexts» Accept Defaults | Cancel | Help
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17. [Replication Path]Z#EIRU. [Next]Zzo w5
| 2] Extend Data Replication Resource x

Template Server, pd031.labs.sios.com
Tag to Extend: datarep-dr
Target Server: pd0392.1abs.sios.com

Replication Path |192.168,6,91/192,168.6,92 ﬂ

Select the networlk end points to be used for replication between systems pd091.labs.sios.com
and pd092.labs.sios.com.

<Back | Next » ‘ Accept Defaults | Cancel| Help

18. [Replication Type]&i#ERUL. [Next]®oUw o

Template Server: pd091.labs.sics.com
Tag to Extend: datarep-dr
Target Server: pd0392.labs.sics.com

Replication Type |synchronous -

Select the replication type associated with the mirror between pd091.labs.sios.com and
pd092.labs.sios.com:

Asynchronous means that writes are signalled as committed when they are safely an the source,
bt may still be in flight to the target. Asynchronous replication requires a bitmap file.

Synchronous means that writes are only signalled as committed when they are safely on both the
source and the target.

<Back et > Accept Defaults | Cancel| Help
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19. [Mount Point]Z A U. [Next]ZzoUwo
[ 5] Extend gen/filesys Resource Hierarchy x
Template Server, pd031.labs.sios.com

Tag to Extend: /mnt/dr
Target Server: pd0392.1abs.sios.com

Mount Point [/ mnt/dr

Enter the name of the mount point for the filesystermn that the application will depend upon on the
target senver.

Mote: The mount point must be an absolute path that specifies a non-existent or empaty,
unmounted directony.

<Bacl | Accept Defaults | Cancel| Help

20. [Root Tag]Z A L. [Next]Z=oUw o
[ 5} Extend gen/filesys Resource Hierarchy X
Template Server: pd091.labs.sics.com

Tag to Extend: /mnt/dr
Target Server: pd0392.labs.sics.com

Foot Tag |/mnt/dr

Enter a unique name for the resource instance on the target server.

The valid characters allowed for the tag are letters, digits, and the following special characters:

<Back ............ N E><t> Accept Defaults | Cancel | Help
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[Finish]zoUw &
| 2] Extend Wizard x

Extending rescurce hierarchy /mnt/dr to server pd092.1abs.sics.com
Extending resource instances for datarep-dr

extend datarep—dr/pd031.labs.sios.com -» datarep-dr/pd0392.laks.sics.com
Extending rescurce instances for fmnt/dr

Creating dependencies

Setting switchback type for hierarchy

Creating equivalencies

Lifekeeper Admin Lock (/mnt/dr) Released

Hierarchy successfully extended

= Back | ............ N ext ...... S erwer| Accept Defaults | Finish | Help

[Donelz2'JUw o
[ 4] Hierarchy Integrity Verification X

Verifying Integrity of Extended Hierarchy...

Examining hierarchy on pd032.labs.sios.com
Hierarchy Verification Finished

< Back | ¢ Done | Accept Defaults | Cancel | Help
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=L TVT—23> UV —RZ2ER UHIEARIEAN' S T3 D & UITDRRICU Y —INWER
=NFEJ,
B LifeKeeper GUI - O x

File Edit View Help
9 /Oy %4 Q0 TS
1] | gl
A
Hierarchies @ ,ﬁ
@ Active Protected pd031.labs.sics.com  pd032.abs.sios.com
= a Jjmntfdr @ Active 1 @ StandBy 10
'a datarep-dr 3 Source 1 ‘*-l Target 10
q [ | ]

Resource Properties for datarep-dr
T S IL
| &) Properties Fanel

select Resource: |datarep—dr

select Server for Resource: |pd031.labs.sios.com

KK

Replication 5tatus | Ceneral Relaticns

Equivalencies

Mirror Configuration:

- pd09l.labs. sios.com — pd092 . labs. sios.
com (192.168.6.92)
tatus: Fully Operational

Tywpe: synchronous

Bitmap: 262028 bits (chunks), 11791 dirty (4.5%)

Help

(0]% | Apply Cancel‘
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8.2E&HHN

8.1. 1—Y¥—-HYA1p

/etc/default/LifeKeeper :&ET 71 JLDOFER
http://lk.sios.com/?p=1291

[Linux]ERROR 104052: Cannot get the hardware ID of device "5 /{1 X4"(C
2T
http://Ik.sios.com/?p=866

[Linux]Cannot allocate memory"IS5—IC&D DataKeeper(SDR)UY—XDIER

(CKMT D
http://lk.sios.com/?p=862

[LinuxX]=5—RYU1—ATERTEIRADBEL?
http://lk.sios.com/?p=1491

[Linux]SteelEye DataReplication(SDR)VY—XDieE. FILEDIEFZBXTLES
LYo
http://lk.sios.com/?p=872

[Linux]>—FL U —> 3 B TEXR NS TV IDNRETIENSDIDTIN?
http://lk.sios.com/?p=860

[Linux]>—# LU —>2a3 > BRICEVWTRY IO IT 7AWV AT LA(T—5)IC
RESHRETICENHD

http://lk.sios.com/?p=1027

8.2. RIA bR—){—

LifeKeeper & Fusion-io tt ioDrive ZFBAUEERT —IN—XHA VY U1—->3>
http://www.sios.com/products/bcp/lkdk/product/pdf/LK-FIO whitepaper.pdf

LifeKeeper + ioDrive2 $8EHIERERER
http://www.sios.com/products/bcp/lkdk/product/pdf/LK-FIO-Performce.pdf
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9.&Z&ICDOWNT

B8 BEB(E 2009 F(CVYIMIT T - I>22Z7ELTHAARTO /O —(C At
LifeKeeper 5D QA ¥R (CRBDE. 2011 EXDERRBOUR— NEFFICHE,
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10. REBEZEHA

o AEB(CEHNLCBERETFERVCERE. HIRSNDIHENSDDET. BFOEDZEHE
BLTEEN,

o ARE(CEBHBHINIZFBIRIE. £ETEERCKRSH. BHRNTWEIN, AFZEOT. €
DZHMPIEFEMAE(CDNTVNEDEEDRIEE I D EDTIFHDFE A

o ARE(CESFNZRO(ICERUL T, AZDHAE(CEUEEICDOVWTE BAARTT )
O —#AESHE—VOEEZRSEDTIFHDFEEA.

o SE=HICLDIAEORHFBHEDEE, HIIR. R—AR—ZRUAZBEFCHIT DIRERTD
TR TDME=BDTRICIDAZDHHE(CEULE—VIDEZE(CDVNT, BAARST
00— KKASH(E—VDOEEZESEDTIEHDFEE A

o S AFLBEREDFRRICEIDA—ILI A —LNSOBBVWEENENT . FLEFLEET
BHBENSHDFTIDT, HENUHTTELZEV, BEVERORERVES(CEU.
YAARXTO /O KRAESHE—VOEEZESEDTIEHDFEA.

(E1FiE]
AEZCERHENTVDIO TV (1Bik - BX - BERFERZENT) (CET DANBEEL.
BA AT /O —HKASHICIRBLE T . TDOEEL, —8ZBHT . Y/ARTo /02—
KRASHOFEIR < ASBZER. A, E&H. 518, ARADIXE. IRE. BRTOMDXR
FRZIDZLEVWITNERELSNE T, FEODTIVYDHEZE. HIBRICDOWTE—LERHS
NEL A

AETE ®Hmg, OORE, MHMREITIEIRE L FERERZFERALTVET,

YA AXTo ) O>— A&t
£PF : T106-0047

RREREXmEMM 2 TH 12-3 YA AXEIL
&L 1 03-6401-5161

FAX : 03-6401-5162
URL : http://www.sios.com
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