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1 LifeKeeper for Linux
1.1 LifeKeeper for Linux

LifeKeeper HA
n HA
" Availability( )
LifeKeeper
1 Availability( 7é i+ ) -Z«<e
' Availability Availability
(Continuous Processing 100% 0
(Fault Tolerant 99.999% 5
Fault Resilient 99.99% 53
Availability 99 b 99.5% 44-87
#
# HA
# GUI HA
#
LifeKeeper
5
#
$

$ LifeKeeper
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LifeKeeper
120 1
#

LifeKeeper
$ (Oracle PostgreSQL )
$ IP ( P )
$

1.2
LifeKeeper for Linux v9.1.0
LifeKeeper
LifeKeeper SIOS Technology Corp.
Web
rpm
1.3
Linux
1.4
1997 Web
os IT /
http://www.sios.com
15
106 -0047 2 12-3

:03 -6860 -5161
FAX:03 -6860 -5162

Web
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1.6

Web
http://www.sios.com/products/bcp/lkdk/contact/

1.7
Recovery Kit Japanese Documentat ion
http://docs.us.sios.com/

Recovery Kit Errata

http://lIk.sios.com/
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2
LifeKeeper
2.1
SIOS Technology Corp. Web
http://docs.us.sios.com/
2.2 TCP/IP
GUI
DNS /etc/hosts localhost
127.0.0.1
2.3 Firewall
# (TCP) : 7365/tcp
# GUI :8l/tcp  82/tcp
# GUI RMI : 1024/tcp
# Data Keeper (DataKeeper ): 010001+<mirror
number>+<256 * >0
# GUI LifeKeeper
GUI
# Data Keeper i
mirror number 0 Data Keeper 10001
10257
# GUI Java RMI(Remote Method Invocation)

1024

ssh
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2.4 SELinux
SELinux disable d SELinux  permissive enforcing

2.5 LifeKeeper for Linux v9.1.0
Setting Up Environment
Linux Dependencies

?

#

# sg3_utils DMMP Recovery Kit  PowerPath Recovery Kit

2.6
Troubleshooting
Known Issues and Restrictions
Errata/
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3 LifeKeeper for Linux v9.1.0
3.1
LifeKeeper CD setup
Yes No
setup LifeKeeper

LifeKeeper

@ setup
CD-ROM SPS_XXX .img XXX
setup CD

# mount /dev/cdrom /media/cdrom
# cd /media/cdrom

#mount sps_xxx.img Bt iso9660 Do loop /mnt
#cd/ mnt/
Jsetup
LifeKeeper Enter
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@ LifeKeeper
LifeKeeper

Enter

@ Java
LifeKeeper GUI Java
Enter

LifeKeeper Java LifeKeeper (/etc/default/LifeKeeper)
oS Java
Java Java
LifeKeeper

9
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@ DataKeeper
DataKeeper for Linux DataKeeper
DataKeeper Enter

DataKe eper n Enter

® NFS
LifeKeeper NFS nfs - utils
Enter
n Enter

Enter
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NFS NFS
NFS NFS
n Enter

NFS Enter

RPC idmapd appears to be running. Attempting to stop RPC idmapd...
/etc/init.d/rpcidmapd stop

RPC idmapd # & 1k : [ 0K 1]
NFS does not appear to be running.

Attempting to start RPC idmapd...

/etc/init.d/rpcidmapd start
RPC idmapd # #2 & : [ 0K 1]

Press ENTER to continue...[j

11
© SIOS Technology, Inc.



LifeKeeper for Linux v9.1.0

®

LifeK eeper Enter

?
LifeKeep er RPM

LifeKeeper
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(7> SPS core
SPS core Enter

# letc/rc[0 -6].d/ LifeKeeper

LifeKeeper
Ikstart / lkstop /etc/init.d/lifekeeper

13
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LifeKeeper GUI
GUI y Enter

setup

LifeKeeper
LifeKeeper GUI

=>0S
Ikguest
Ikoper
Ikadimin
ID

=> lkadmin root
URL

[Linux]GUI (v8.1.1 )
http://Ik.sios.com/?p=1139
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LifeKeeper y
LifeKeeper n
©)
y
n
setup Ikkeyins

http://Ik.sios.com/ ?page id=22
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0 Recovery Kit
Recovery Kit

Recovery Kit Enter

# Recovery Kit
setup -k Recovery
Kit
#< CD >[/setup -k
# RecoveryKitforEC2 rpm

16
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Enter

setup

! LifeKeeper
LifeKeeper

# LifeKeeper /opt/LifeKeeper

) /root/.bash_profile
# For LifeKeeper
PATH=$PATH:/opt/LifeKeeper/bin
MANPATH=$MANPATH:/opt/LifeKeeper/man
export PATH MANPATH

# LifeKeeper for Linux v9.1.0

steeleye -lighttpd,lkguest,lkoper,lkadmin

steeleye -lighttpd

17
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3.2 Quorum/Witness Server Support
SCSI CD
quorum
steeleye -IKQWK - XXX -XXXX.rpm
Quorum/Witness Server Quorum/Witness Server

Quorum/Witness Server Support Package for LifeKeeper

http://jpdocs.us.sios.com/Linux/9.1/LK4L/TechDoc/#configuration/ lifekeeper__io_fencing/quorum_witness.htm
2
3.3 Amazon Web Service Recovery Kit
LifeKeeper for Linux AZ Cross Region HA
Recovery Kit setup
rpm Amazon EC2
Recovery Kit RPM CD
Amazon
18
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4  LifeKeeper
4.1 LifeKeeper

LifeKeeper Ikstart letc/init.d/lifekeeper start
# lkstart

Starting LifeKeeper... [ 0K 1]

#

Message from syslogd@pde61 at Nov 7 12:32:54 ...

lcdinit[6590]: EMERG: lcd. lcdchkseml:::811138:The LifeKeeper product on this sys
tem is using an evaluation license key which will expire at midnight on 02/03/13
. To continue functioning beyond that time, a permanent license key must be obta
ined.

# /etc/init.d/lifekeeper start
Starting LifeKeeper... [ 0K 1]
#
Message from syslogd@pd@61 at Nov 13 12:10:17 ...

lcdinit[26106]: EMERG: lcd. lcdchkseml:::811138:The LifeKeeper product on this sy
stem is using an evaluation license key which will expire at midnight on 82/03/1
3. To continue functioning beyond that time, a permanent license key must be obt
ained.

LifeKeeper Iktest /etc/init.d/lifekeeper status
Iktest LifeKeeper ps -cwf
0
# lktest
F S UID PID PPID C CLS PRI NI SZ STIME TIME CMD
4 S root 6600 6151 0 TS 39 -20 1446 12:32 00:00:00 lcm
4 S root 6604 1 O TS 39 -20 1444 12:32 00:00:00 eventslcm -1
4 S root 6607 6150 0 TS 39 -20 1447 12:32 00:00:00 ttymonlcm
4 S root 6610 6149 0 TS 20 -10 1733 12:32 00:00:00 lcd
/etc/init.d/lifekeeper status Iktest

# /etc/init.d/lifekeeper status
LifeKeeper is running

?
letc/rc[0 -6].d/ LifeKeeper
LifeKeeper Ikstart /
Ikstop /etc/init.d/lifekeeper
19
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4.2 LifeKeeper
LifeKeeper Ikstop /etc/init.d/lifekeeper
stop - nofailover

# lkstop

ok: down: /opt/LifeKeeper/etc/service/lkguiserver: 8s

ok: down: /opt/LifeKeeper/etc/service/steeleye-lighttpd: @s

ok: down: /opt/LifeKeeper/etc/service/lkvmhad: 1s

ok: down: /opt/LifeKeeper/etc/service/lkscsid: @s

ok: down: /opt/LifeKeeper/etc/service/lkcheck: @s

ok: down: /opt/LifeKeeper/etc/service/lcd: 8s

ok: down: /opt/LifeKeeper/etc/service/ttymonlcm: @s

ok: down: /opt/LifeKeeper/etc/service/lcm: 1s

LifeKeeper stopped [ 0K 1]

# /etc/init.d/lifekeeper stop-nofailover

ok: down: /opt/LifeKeeper/etc/service/lkguiserver: 0s

ok: down: /opt/LifeKeeper/etc/service/steeleye-lighttpd: @s

ok: down: /opt/LifeKeeper/etc/service/lkvmhad: 6s

ok: down: /opt/LifeKeeper/etc/service/lkscsid: 6s

ok: down: /opt/LifeKeeper/etc/service/lkcheck: 8s

ok: down: /opt/LifeKeeper/etc/service/lcd: 1s

ok: down: /opt/LifeKeeper/etc/service/ttymonlcm: 8s

ok: down: /opt/LifeKeeper/etc/service/lcm: 1s

LifeKeeper stopped [ 0K 1]

4.3 LifeKeeper GUI

LifeKeeper LifeKeeper GUI
LifeKeeper GUI LifeKeeper
LifeKeeper GUI
GUI LifeKeeper GUI
GUI
HA
GUI GUI
GUI
LifeKeeper GUI
! GUI
GUI IkGUIserver start

# 1kGUIserver start

LifeKeeper GUI Server Setup Starting

LifeKeeper GUI Server Enabled

ok: run: /opt/LifeKeeper/etc/service/lkguiserver: (pid 7335) 1s, normally down
LifeKeeper GUI Server Setup Completed

20
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I GUI
GUI IkGUIserver stop

# 1kGUIserver stop

LifeKeeper GUI Server Setup Starting

LifeKeeper GUI Server Disabled

ok: down: /opt/LifeKeeper/etc/service/lkguiserver: 0s
LifeKeeper GUI Server Setup Completed

restart
GUI

GUI

21
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5
LifeKeeper HA

5.1 LifeKeeper GUI
LifeKeeper GUI

GUI IkGUlapp LifeKeeper
LifeKeeper GUI

# 1kGUIapp

java version "1.8.0_51"

Java(TM) SE Runtime Environment (build 1.8.0_51-b16)

Java HotSpot(TM) 64-Bit Server VM (build 25.51-b@3, mixed mode)
Setting up secure random number generator

Random number setup completed

GUI
Server Name
LifeKeeper
(root)
(E=] LifeKeeper GUI - O x

| File  Edit View Help

e P © & O & & OO = o

Server Name: pd061

Login: | |

Password:

OK || Cancel || Help ‘I

(KT} I 2

(ON)

22
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LifeKeeper LifeKeeper GUIserver
LifeKeeper GUI X
File Edit View Help
%HO I &FOF %400 % 8 &0
4 | _LI]
Hierarchies @ =l
None Defined pd061
4 [ 2] ] ]
<— pd061: Adding app/res: gen filesys
Web GUI Web
Web 81 http://
:81 http://IP :81
LifeKeeper GUI
SSHX

23
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5.2
GUI
GUI [Edit]
[Server] [Create Comm PathE]
[Create]

2 e —}cAi™¥fk- O

1 Local Server
2 Remote Server
3 Device Type TCP TTY
4 Local IP Address P
5 Remote IP Address P
6 Priority
1 GUI

LifeKeeper GUI

File Edit View Help
. & . \ 9 3 )

e 2 © |4 O] % ok @ @ T 8 (R L
Kl 1>

Hierarchi B

ierarchies ;—‘i ?‘4

MNone Defined pd 060 pd061

4 2] | >
<—— pd061: Updating server state to: alive

24
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7 LifeKeeper GUI - O x
File Edit View Help

9220 L OF %4 @0 W & £L° a8

4 12|
] . - v, Al
Hierarchies @ @

MNone Defined pd 060 pd061

J o) -]

<-- pd060: Updating server state to: alive

5.3

Recovery Kit
Recovery Kit
Recovery Kit

5.4

#
#  fdisk
# mkfs
#

25
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5.5
/dev/sdbl /mnt/fs
# df
Filesystem 1K-70Ow 2o TR @B @AY vOYRUE

/dev/mapper/vg_pdé61-1lv_root
13973860 5289276 7974748 40% /

tmpfs 510324 260 510064 1% /dev/shm
/dev/sdal 495844 33294 4369580 8% /boot
/dev/sr@ 3592530 3592530 ® 100% /media/RHEL_6.3 x86_64 D
isc 1
/dev/sdbi1 8254240 149624 7685324 2% /mnt/fs
5.6
GUI
GUI [Edit]

[Server] [Create Resource Hierarchy]

LifeKeeper GUI

File View Help |
= Disconnect... |
i-!‘ Resource +  Refresh... @ 0 E.fﬁ ﬁ CQ u-'-/J
q View Logs... ' | O
v. B|
Hierarchies @
Nanhe Dafined Create Comm Path... 4061
Delete Comm Path... P
Properties...
4 [ 2] ] ]

<-- pd061: Updating server state to: alive

26
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3 £fSVeikx'ceodk- O

1 Please Select Recovery Kit File System
Switchback Type ( intelligent automatic
)
3 Server
4 Mount Point ( )
5 Root Tag( )
6 Target Server
7 Switchback Type ( intelligent automatic
)
8 Template Priority (
)
9 Target Priority( )
10 Mount Point ( )
11 Root Tag ( )
27
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(1) [Please Select Recovery Kit] [File System] [Next]

Create Resource Wizard

Please Select Recovery Kit |File System :]

<Bac| | Next > | Cancel| Help

@ [Swi tchback Type] [intelligent ] [automatic] [Next]
Create Resource Wizard x
Switchback Type |intelligent L,

<Back Cancel Help

28
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@ [Server] [Next]

Create Resource Wizard

Server |pd060 Ll

<Back | Next> ‘ Cancell Help

@) [Mount Point] [Next]
Create gen/filesys Resource X
Mount Point [/mnt/fs L,

Select the name of the mount point for the filesystem that the application will depend upon.
Note: In order for a mount point to appear in the choice list, the mount point must be currently
mounted.

<Bacl

Cancel Help

29
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B [Root Tag] [Create Instance]
Create gen/filesys Resource b
Root Tag |/mnt/fs ﬂ

Enter a unique name for the resource instance on the target server.

The valid characters allowed for the tag are letters, digits, and the following special characters:
- _. /

<Back | i Create Instance | Cancel Help

© [Target Server] [Next]
Pre-Extend Wizard

Target Server |pd061 ﬂ

You have successfully created the resource hierarchy /mnt/fs on pd061. Select a target
server to which the hierarchy will be extended.

If you cancel before extending /mnt/fs to at least one other server, LifeKeeper will provide
no protection for the applications in the hierarchy.

<Back Next> Accept Defaults Cancel Help

30
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@ [Switchback Type] [intelligent ] [automatic] [Next]

Pre-Extend Wizard

Switchback Type |intelligent ﬂ

<Back |

Accept Defaults | Cancell Help

@ [Template Priority ] [1] [Next]

Pre-Extend Wizard

Template Priority |1 :I

Accept Defaults | Cancel| Help

31
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© [Target Priority] [10] [Next]
Pre-Extend Wizard

Target Priority |10 Ll

Accept Defaults | Cancell Help

[Next]

Pre-Extend Wizard X

Executing the pre-extend script...

Building independent resource list

Checking existence of extend and canextend scripts
Checking extendability for /mnt/fs

Pre Extend checks were successful

Accept Defaults Cancel Help

32
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[Mont Point] [Next]

Extend gen/filesys Resource Hierarchy

Template Server: pd061
Tag to Extend: /mnt/fs
Target Server: pd060

Mount Point |/mnt/fs

Enter the name of the mount point for the filesystem that the application will depend upon on the
target server.

Note: The mount point must be an absolute path that specifies a non-existent or empty,

unmounted directory.
<Back | Accept Defaults Cancel | Help

[Root Tag ] [Next]

Extend gen/filesys Resource Hierarchy X

Template Server: pd061
Tag to Extend: /mnt/fs
Target Server: pd060

Root Tag |/mnt/fs

Enter a unique name for the resource instance on the target server.

The valid characters allowed for the tag are letters, digits, and the following special characters:

Accept Defaults Cancel Help

33
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[Finish ]

Extend Wizard

Extending resource hierarchy /mnt/fs to server pd060

Extending resource instances for /mnt/fs
Creating dependencies

Setting switchback type for hierarchy
Creating equivalencies

LifeKeeper Admin Lock (/mnt/fs) Released
Hierarchy successfully extended

<Back i Next Server | Accept Defaults I Finish ]l Help l

| %] LifeKeeper GUI —_[o]

File Edit View Help

P 22 O | O & % & QO = & | &2

1) %

| |
Hierarchies @ @é
@ Active Protected pd060 pd061
~ @ /mnt/fs @ Active 1 @ StandBy 10
~ @ deviceasos (V) Active 10 StandBy 10
D diskaszo (V] Active 10 StandBy 10

4 | >

34
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3
3 1
URL
[Linux]FileSystemRecoveryKit
http://Ik.sios.com/?p=688
?
SCSI
LU
reservation conflict /var/llog/messages
NAS DataKeeper SCSI

reservation conflict

Recovery Kit

35
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6
6.1
Iksupport
#
# /var/log/messages
# Iksupport
#
Iksupport
#/lopt/LifeKeeper/bin/lksupport
Iksupport tmp
#tmp/lksupport/< > lksupport.< > tar.gz
nbd /dev/nbd*
Iksupport Ivdisplay  vgdisplay /dev/nbd*
Nov 9 01:30:28 k064 kernel: nbd0O: Attempted send on closed socket
Nov 9 01:30:28 k064 kernel: end_request: I/O error, dev nbd0, sector 0
Nov 9 01:30:28 k064 kernel: nbd2: Attempted send on closed socket
Nov 9 01:30:28 k064 kernel: end_request: I/O error, dev nbd2, sector 0

36
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6.2 LifeKeeper

" LifeKeeper GUI
# lopt/LifeKeeper/bin/lkGUlapp

LifeKeeper
# lopt/LifeKeeper/bin/lkstart

# letc/init.d/lifekeeper start

LifeKeeper
# lopt/LifeKeeper/bin/lkstop

# letc/init.d/lifekeeper stop -nofailover

LifeKeeper
# lopt/LifeKeeper/bin/lkstop —f

# letc/init.d/lifekeeper stop -daemons

LifeKeeper
-e
# lopt/LifeKeeper/bin/lcdstatus( Icdstatus be)

LifeKeeper
/var/log/lifekeeper.log
tail
# tail Bf /var/log/lifekeeper.log

LifeKeeper
# lopt/LifeKeeper/bin/Iksupport
" LifeKeeper
LifeKeeper
# lopt/LifeKeeper/bin/ Ikbackup Bc

LifeKeeper
# lopt/LifeKeeper /bin/lkbackup Bx Bf archive.< >.tar.gz

37
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6.3 CUI

CuUl perform_action [-a]
restore

# lopt/LifeKeeper/bin/perform_action [ -b] -t< > -arestore

[-b]

[-b]

CuUl perform_action [-a]

remove

# lopt/LifeKeeper/bin/perform_action -t< > -aremove

38
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6.4 GUI
%
A
L ALIVE
) DEAD
NE3 DEAD
<
L7
%

653 Active -
0 Standby -
E:! Fail -

@ UNKNOWN -

6.5 LifeKeeper
LifeKeeper rmlk

# rmlk

This script will uninstall LifeKeeper on your system.

A1l in service resources will be taken out of service.

This will stop any applications protected by LifeKeeper.

Do you wish to continue (answering "no" will abort the removal) (y/n) [n] ? |

y

39
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